Cybersecurity & Safe File Handling Policy
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|. Purpose
This policy aims to protect company systems, client data, and confidential shipping information from cyber
threats, viruses, and data breaches. As a logistics and freight organization handling sensitive documentation
(such as Bills of Lading, invoices, airway bills, and permits), maintaining cybersecurity is critical to operational
continuity and customer trust.

2. Scope
This policy applies to all ]SL Global offices and subsidiaries across Qatar, Oman, and Saudi Arabia, including
all employees, contractors, and vendors who use company systems, emails, or devices.

3. Policy Statement
All employees must use company IT systems responsibly and take reasonable steps to prevent cyber threats.
Unauthorized access, downloading, or opening of unverified content is strictly prohibited.

4. Safe File & Email Practices
* Do not open suspicious links or attachments from unknown or unexpected emails.
* Verify sender email addresses before clicking any link or downloading attachments.
* Avoid using personal USB drives or storage devices on company computers.
* Do not forward company documents to personal email or cloud accounts.
* Never share passwords or system access credentials with anyone.
* Report phishing or suspicious messages immediately to IT or management.
* Use only authorized company software or platforms for data sharing.
* Do not install or download unauthorized programs on company devices.

5. Data Protection
All project and client data is confidential. Employees must ensure that data is stored only on approved
company systems, protected with strong passwords, and encrypted when shared externally. Always log off or
lock systems when not in use.

6. Incident Reporting
Any employee who suspects of viruses, data breach, or cyber incident must report it immediately to the IT
Department or Management. Prompt reporting helps limit potential damage and ensure system integrity.

7. Disciplinary Action
Failure to follow this policy — such as opening unsafe links, sharing confidential data externally, or using
unauthorized software — may result in disciplinary action, suspension of system access, or legal
consequences.

8. Continuous Awareness
Cyber threats evolve constantly. Employees must attend annual cybersecurity awareness sessions, maintain
antivirus updates, and stay alert for fake courier notifications, phishing messages, or fraudulent logistics
documents.

9. Compliance & Acknowledgement
All employees must acknowledge and comply with this policy. Department heads and supervisors are
responsible for always ensuring team adherence.
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